A wireless ad hoc network is a self-configuring infrastructurelessh network of mobile devices connected by wireless. In order to support the basal networking functions like routing and packet forwarding, the nodes in wireless ad hoc network should be cooperate with each other due to the limited range of wireless transmission. However, nodes are unwilling to relay packets for others considering the poor energy and bandwidth especially in the open community environment. Some approaches to stimulate nodes cooperation have been introduced recently. In this paper, we provide a novel method based on cross-layer design to solve the cooperation issues both in Mac and network layer. The method with the help of reputation mechanism and utility function based on game theoretical approach can promote nodes to cooperate and make the whole network to reach Nash equilibrium.
Pricing based approach: The key idea is that nodes providing a service should be rewarded, while nodes receiving a service should be charged. In other words, stimulate packet forwarding by means of virtual monetary. Based on this concept, [3] proposes a tamper-resistant security module which maintains a nuglet counter. The proposed protocol can be used two billing models. In the packet purse model, the sender pays to every intermediary node for the message transmission, while in the packet trade model is the receiver that is charged. Hence, if a node wants to send its own packets, it must forward packets for the benefit of others. Besides the drawback of requiring a tamper resistant security module, this solution does not face the problem of nodes running out of nuglets, because of their position on the network borders.
Reputation based approach: The key idea is that prevent misbehavior from estimating node's reputation and punishing nodes with bad behavior. The starting step for this class of approaches is given by [4] . It is based on two modules: The watchdog module, which detects malicious behavior of nodes, and the path rater module, which rates each route. With the help of these two modules, a node is able to avoid sending packets through malicious nodes in the routes.
CORE [5] is also the reputation-based mechanism to enforce cooperation in wireless ad hoc networks. Like Pathrater/ Watchdog, it uses a watchdog mechanism that is placed on each node. Core uses direct observations and indirect reputations. The system will be able to combine different reputation values. Only positive rating factors of other nodes are used to prevent the distribution of false information. To stimulate cooperation in wireless ad hoc network, any request or data packet of a misbehaving node is rejected.
Researchers have also used game theory to analyze of cooperation of nodes in wireless ad hoc networks [6] . Game theory is a powerful tool for modeling interactions between self-interested users and predicting their choice of strategy All these papers define the game as an algorithm that dictates the behavior of a node at a given point in time as a response to the behavior of other nodes. The authors of [7] provide the Generous TIT-FOR-TAT (GTFT) algorithm. GTFT is a distributed and scalable method, which decides whether to accept or reject a packet-forwarding request. The authors use elementary game theory to prove that there is an optimal tradeoff between throughput and lifetime. The results of GTFT algorithm can reach Nash Equilibrium. Their mainly work proposes a mathematical framework only, but does not present any implemented system.
PROPOSED METHOD
The method we proposed has two components. One is the modified backoff algorithm of IEEE 802.11 DCF in Mac layer similar to [8] and the other is use reputation scheme to enforce all the nodes to cooperate and to reach Nash equilibrium. The node reputation value is decided not only by its cooperative characteristic in network layer but also by its selfish behavior in Mac layer. Our method takes into account for both Mac layer and network layer, which is superior to other schemes.
A. Modifications to the backoff algorithm
In order to detect node misbehavior in MAC layer, we enable a receiver to identify sender misbehavior within a small observation interval. Instead of the sender choosing random backoff values to initialize the backoff time, the receiver assigns a random backoff value though the CTS (Clear to Send) and ACK packets to sender. The sender uses this assigned backoff value in the next transmission to the receiver. Whether the sender performs the assigned backoff time or not can be observed by the receiver. If this observed number of idle slots is less than the assigned backoff time, the sender will be detected misbehavior with high probability. Details are explained below.
We firstly consider the simple condition without retransmission and collision. At first, a sender A sends a packet to a receiver B. When B receives a RTS (Ready to Send) from A, as show in Fig. 1 , B will choose the backoff value T d =t1 and assign it to A in the CTS packet as well as the subsequent ACK packet. A is requested to use this backoff value t1 for sending the next packet to B. If A is a selfish node and wants to obtain more than its fair share of the channel, it will be backoff for a smaller duration (T s ) than T d . The receiver can find shorten of the backoff value on the channel through the interval between the sending of an ACK by B and the reception of the next RTS from A. The sender is designated as selfish node if the observed number of idle slots T s is less than a specified fraction αof the assigned value T d .
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The parameter αin equation (1) can be suitably chosen, based on the channel conditions, to reduce the incidence of false deviations [8] . In the simulation, we choose αto be 0.85.
Figure 1. Receiver-Sender interaction
Next, we take into account the second situation where a RTS is unsuccessful to send to receiver or the collision happens. The sender will select a new backoff using a deterministic function that is known by the receiver:
(2) As show in equation (2), the parameter backoff is previously assigned by the receiver, n stands for the number of retransmission attempt and nodeID is the sender's identifier. The function F used by the sender for computing backoff values for retransmission attempt is given by: cw . The function can ensure that the colliding senders will select the different backoff value with high probability after collisions happen.
When the sender uses a deterministic function F to compute the new backoff value t from a larger range after a collision, the receiver on reception of a packet from the sender can also calculate this backoff value t by applying the same deterministic function and easily to know whether the sender is well-behaved node. According to the attempt number in received RTS, the receiver will estimate the total time, T d , for which the sender was expected to backoff, using function F as: With these modifications to backoff algorithm, a receiver can know more about the behavior characteristic of a sender. According to the number idle slots of observed deviations over a small history of received packets, the sender will be considered as selfish node and its reputation value will be dropped by the receiver as punishment.
B. Reputation Scheme
In the initialization of network, every node has same reputation value R and stores in reputation table . The value of node reputation will decrease or increase according to its behavior during communication process. The changes of reputation value are mainly decided by node's behavior in MAC layer as describe above. Receiver monitoring is used to collect information about the change of reputation value. We use two parameters M and T to define the change of node's reputation. The receiver maintains a moving window containing the information about the last M packets received from each sender. When a new packet is received, the difference T d -T s is stored in the moving window. A positive (negative) difference indicates that the sender has waited for less (more) than the backoff duration expected by the receiver. If the sum of these differences in the previous M packets from the sender is greater than a threshold T, then the receiver will reduce the sender's reputation value. On the country, if the sum of T d -T s is below T and the reputation value will increase. Different reputation values can reflect different behaviors. In order to make the whole network share the reputation information of other nodes, the receiver nodes will broadcast the update messages of reputation value and its neighbor nodes that received this message will response for reputation propagation. When other node in the network receives the broadcast message, it will update its own reputation table.
When a node's reputation falls down a predefined threshold, service provision to the selfish node is interrupted. For example, during the build up of the route path, the source node will check for the reputation value table and avoid the nodes with lower reputation value to participate in routing. On the other hand, if the source node is the lower reputation node, its neighbor nodes won't accept its routing request, while the higher reputation value node will have priority to transmit data. The only method for lower reputation value nodes is to change their selfish behaviors.
In order to enforce all nodes to participant the packet forwarding function, we build a utility function based on game theoretical approach [10] . We assume that every node is the player of game theory, which is rational to maximize its own utilities in a self-interested way. The utility function, which stands for available network resources, is used to model the selfishness problem, which considers the relationship between the energy that a node dedicates for its own communications and the energy that the node contributes to participate in the routing protocol and forward data packets on behalf of other nodes. Node behavior is represented as the energy distributed for different purpose.
corresponds to the strategy adopted by node i . self E is the energy spend on own communications. r E is the energy consumed for participating to the routing protocol and pf E is the one spend on relaying packets for neighbor nodes.
If node i is the pure selfish node, it will spend all available energy on its own communications and choose
In order to prevent this kind of selfish behavior from happening, we assign the reputation value i R to node i as an effective tool to change its strategy and restrict its selfish behaviors asymptotically.
From the equation (5), we can know that the relationship between i U and i R is in direct ratio. If a node wants to maximize its utility function and acquire more available network resource, the efficient method is to cooptation with other nodes in order to improve its reputation value. A selfish node may have high utility in short time, but as its selfish behavior is detected and the reputation drops down to the predefined value, it won't get any network resources until its reputation value increases. With the incorporate the advantages of utility function and reputation scheme, the selfish behaviors in MAC layer and network layer are restricted. When all of nodes adopt cooperation strategies, the best operating point from the perspective of network is to reach Nash equilibrium.
SIMULATION AND RESULTS
In order to demonstrate the effectiveness of the proposed scheme, we use simulator tools for our simulations. There are eight nodes to compose of a small ad hoc network and the topology is fixed during simulation. The nodes randomly distribute in the area of 350m*350m.We use free space model as physical layer model and AODV as the routing protocol. The traffic from the sender to the receiver is a CBR (Constant Bit Rate) flow with rate 2 Mbps and size of CBR packets is 512 bytes. The two parameters M and T are set to five packets and 25 slots respectively. We define the coefficient C represents the amount of selfish behavior. When C equals to w means that the node uses a fixed contention window equal to m in (1 ) w cw − ⋅ and chooses its backoff from this contend window. Thus, w=0 means that no selfish behavior, and w=1 shows that the node transmits without any backoff. The value of C depends on the node's strategy S. As describe in section Ⅲ,every node is a rational player and tries to change its strategy for the purpose of efficient utility function during communication process. When the system arrives at Nash equilibrium, the value of C and S will not change much. In order to observe the changes of node's strategy, we randomly select two nodes to be purely selfish. The simulation time is 320 seconds. The results are averaged over 5 runs of the simulation.
We mainly analyze the performance of both MAC and network layer. As show in Fig. 2 , the modified backoff algorithm can effectively identify node misbehavior and improve the network
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Materials Science throughput compare with IEEE 802.11.It restricts the selfish node to a fair share, thereby ensuring that the throughput of other nodes are not affected, especially when the selfish coefficient C is below. Figure 2 . Throughput comparisons Figure 3 . Node behavior tendencies
CONCLUSION
Based on reputation mechanism and game theoretical approach, we provide an effective method that combines the MAC and network layer together to detect the selfish behavior and stimulate nodes to cooperation with each other. Simulation results have indicated that our scheme can solve cooperation problem in wireless ad hoc network well.
How to optimize this method is our future work and evaluate its performance in the scenario with variety of network topologies.
